
Ajith Chandran
| ajithchandranr@gmail.com

EDUCATION

IETE, NEWDELHI
Bachelor Of Engineering
(Electronics and
Telecommunication)
FEB 2010 - JAN 2014 | Location,
INDIA

VHSE, KERALA
Higher Secondary Education
(Computer Application)
FEB 2010 - JAN 2014 | Location,
INDIA

LINKS
LinkedIn: @Ajith Chandran
Portfolio
Github: @ajithchandranr
Medium: @ajithchandranr

SKILLS
SOFTWARE
•Microsoft Azure •Microsoft Entra
• Active Directory • Nessus Essentials
•Windows/Linux • XDR • EDR
•Wazuh •Defender • AWS

PROGRAMMING
• PowerShell • HTML •CSS
• Python(Basics)

TECHNICAL
•SIEM log auditing •IAM
•Vulnerability management
• DNS •DHCP

CERTIFICATES
CompTIANetwork+

CompTIA Security+

AWSAZ-500 -WhizLabs

Microsoft (SC-900) -WhizLabs

ISO/IEC 27001 Information Se-

curity Associate™ - Skillfront

PERSONAL SKILLS
• Communication • Adaptability
• Analytical Skills • TeamWork
• ProjectManagement

EXPERIENCE
VIRTUALLY TESTING FOUNDATION | IAM ENGINEER

03/2024 - Present
• Syncing user accounts and groupmemberships between IAM systems, Google

Workspace, and Spiceworks streamlines access management across platforms,
while configuring multi-factor authentication (MFA) for GoogleWorkspace
users using IAMmechanisms.

• Present a weekly report outlining project progress, adhering to deadlines, and
discussing key developments with management for review and feedback.

• Tech Stack - (IAM) Solutions, GoogleWorkspace, Spiceworks, and Slack.

CRYSTAL CONVENTIONCENTRE | MEDIA ROOM CONTROLLER &
IT INFRASTRUCTURE SPECIALIST (PART-TIME)

03/2021 - Present
• Collaborated with the Network Lead to efficiently install and configure network

equipment, while also troubleshooting and resolving connectivity issues to
ensure seamless network operations.

• Documented network procedures, emphasizing ISO 9001:2015 familiarity and
its continued relevance within the organization.

• Tech Stack -Wireshark, Microsoft Excel, Cisco, D-Link switches and Routers.

VIRTUALLY TESTING FOUNDATION | CLOUD SECURITY
ENGINEER INTERN

11/2023 - 01/2024
• Proficiently completed Amazon and AWS labs covering threat detection,

incident response, security logging, monitoring, infrastructure security, identity
and access management, and data protection.

• Implemented Azure SQL best practices while enhancing threat detection in
Microsoft Sentinel and optimizing Azure Application Gateway collaboratively.

• Tech Stack - AWS,Microsoft Azure, Microsoft Sentinel and PowerShell.

SENSELEARNER TECHNOLOGIES PVT. LTD | CYBER SECURITY
INTERN

09/2023 - 10/2024
• Explored cybersecurity fundamentals, emphasizing ethical hacking. Conducted

OSINT and web enumeration exercises. Deepened understanding of VAPT and
authored articles on Nmap, exploitation, and zero-day attacks. Completed
TryHackMe labs covering Linux, Nessus, Metasploit, Nmap, andOWASP Top
10.

• Tech Stack - Nmap, Nessus, Metasploit, OSINT, VAPT.

PROJECTS
LIVE ATTACKDEMONSTRATIONS INMICROSOFT SENTINEL

07/2023

• Created PowerShell script to extractWindows Event Viewer metadata
and derive geolocation data. Configured Azure Log Analytics
Workspace for advanced threat analysis. Designed dynamic Sentinel
workbook for global attack pattern visualization.

ACTIVEDIRECTORYHOME LABWITHORACLEVIRTUALBOX
06/2023

• Automated Active Directory tasks with PowerShell for user
management. Set up Remote Access Server (RAS) for secure remote
access. ManagedWindowsDNS, DHCP, and configured File Servers
with quotas and permissions for efficient data handling..

+91 82815 12823

https://www.linkedin.com/in/ajithchandranr/
https://ajithchandranr.github.io/
https://github.com/ajithchandranr
https://medium.com/@ajithchandranr
https://www.credly.com/badges/1e1a4a39-70fc-475d-84d4-8cee542d00ae
https://www.credly.com/badges/1e1a4a39-70fc-475d-84d4-8cee542d00ae
https://drive.google.com/file/d/1EX6J8r_HHoGDQzUGQeO160dNx5ygWCY9/view
https://drive.google.com/file/d/1ZWWQolDM4xfr9lxGliXUDn69skR0H9_6/view
https://www.skillfront.com/Badges/44049895531484
https://ajithchandranr.github.io/portfolio/home-lab-siem-microsoft-sentinel.html
https://ajithchandranr.github.io/portfolio/home-lab-active-directory-part-1.html
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